EXERPT FROM STATE OF WASHINGTON TELECOMMUNICATION SERVICE PRIORITY (TSP) PLAN

APPENDIX 2 – Determining Telecommunication Service Priority Requirements for Emergency Communications Systems

Background
Costs associated with TSP make it too expensive to apply to every line.  Still, state and local jurisdictions using telephone systems as a significant part of their emergency management functions should evaluate their need to participate in TSP.  This evaluation will reveal whether sufficient backup systems and other counter-measures exist to ensure continued management of emergency operations.  It also will show which specific circuits need to be under TSP.

Scope and Approach
This document provides guidance in evaluating whether telephone systems supporting emergency management should be part of the TSP system.  The guidance uses a three-step process.  First, check the system's individual components, looking at each in depth and not making any assumptions.  Next, assess potential threats to the system and probable consequences.  Finally, identify measures to minimize the threat or mitigate the consequences.  (Many of these measures will not involve TSP.  Indeed, their use may eliminate the need for TSP.)

Step 1 - Evaluation
The communications manager needs a thorough understanding of the telephone system.  This includes identifying all elements of the system and understanding their interrelationships.  Elements include all entities linked through the system.  Examples include police, fire, and medical resources, as well as the Emergency Operations Center and the jurisdiction's political leaders.  Having identified the elements, the manager must look at the network linking them together.  Of course, the manager must have a conceptual understanding of the network's function.  However, the analysis needs to be in depth, identifying each physical component.  (Components include circuitry, local offices, repeaters, switches, cross-connections, microwave dishes, power sources, and any other hardware or software involved in the system.)

In completing the analysis, the manager needs to work with the service provider(s) or vendor(s), who can provide information on network components and facilities.  However, the vendor may consider some information proprietary.  If so, the vendor may be unwilling to provide complete responses to some questions.

To conduct a thorough evaluation of the system, managers need to ask specific questions.

1.
How many vendors provide service and for which equipment?  Look at both the network and at customer owned equipment.  Managers also should investigate reselling of long distance service and other sub-contracts.

2.
What are the common points of failure?  Which facilities, equipment, or systems will affect other portions of the system if they fail?

3.
Which local offices serve each segment of the network?  If all segments come from the same office, this may be a single point of failure.

4.
What facilities or equipment link different elements?

5.
What types of facilities or equipment represent each segment of the system?  (Example:  copper wire or fiber cable, overhead or buried cable, microwave or landline, etc.)

6.
How many possible points of failure exist with each component of the system?

7.
Which components of the system have the highest point of failure?

8. What network management tools monitor the components of the network and identify problems?

In addition to assessing the network, the manager needs to assess contractual agreements with the vendors.  This assessment must include a review of service agreements to determine existing measures to combat potential failures in any network element.  Typical questions include the following.

9. What other emergency service systems exist in the area and how do they rank compared with the emergency communications system?  What other services will compete for restoration during a widespread outage?

10.
What restoration arrangements exist in the contract?  How does the contract specify response?

11.
Is there a strong working relationship among the service provider(s) and the network manager?  If more than one provider, is there a strong working relationship among the service providers?

Step 2 - Assess Potential Threats
This step's purpose is to assess the vulnerability of the network.  System managers should determine potential threats to the system as a whole, as well as to the individual components.  This analysis should be exhaustive, identifying all possible threats to the system, regardless of the severity or the cause.  Then rank the threats from the most likely to the least likely to occur.

Use the following questions to evaluate potential threats to the system.  The aim is to set priorities by focusing on risk, which includes both probability and consequences.

1.
What potential natural disasters threaten your system?  (Be specific and include a range from minor to severe threats.)

2.
What technological hazards pose a threat to your system?

3.
What potential network failures threaten the functionality of the system?

4.
Which components of the system would each potential threat affect?

5.
Which components of the system are most vulnerable to the potential threats?

6.
What are the effects on the system's functionality when a particular component is inoperable?

Step 3 - Identify counter measures to mitigate threats
Step 3 addresses the methods employed to counter the potential threats to the system or mitigate their effects.  This step will assist system administrators in rating the survivability of each component identified in the first step.  Evaluate the system's backup equipment, plans and procedures in cooperation with the service providers.  Methods for mitigating the effects of the potential threats should be addressed for each component.

Consider the following questions when identifying counter measures.

1.
What contractual restoration procedures are in effect for each component of the system?  (Review service agreements for customer-owned equipment, as well as subcontractors to the principal vendor.  Consider again the response time elements of these service contracts.)

2.
What alternative services are available to combat potential threats to each segment of the system?  (Samples include alternate routing, dual homing, custom calling features, foreign exchange, etc.)

3.
Are radio, microwave, or cellular systems employed as backups to the system?

4.
Which locations have working, regularly load-tested backup power sources?

5.
Is standby equipment available at each site within the system?  (This is a key question.  If a component or circuit isn't important enough to provide backup, it probably doesn't warrant TSP.)

Application of TSP based on results

The methodology helps assess whether sufficient methods are available to alleviate the effects of potential threats on emergency service communications systems.  It provides system managers with a basis for identifying vulnerable areas in the system.  Following this methodology will help determine whether participation in the TSP System is warranted.  In general, TSP is not appropriate for all segments of the network.  The Federal Communications Commission never intended TSP to provide total coverage.  However, addressing each component of the system separately might identify areas where a TSP assignment would be prudent.

Based on the results of the evaluations in the methodology, TSP might be applicable to the following situations:

- Facilities within the system use more than one service vendor.

- Network components have single points of failure.

- Vendor relations are unsteady or questionable, or past vendor service has been poor.

- Segments of the service where diversification alternatives are limited or insufficient.

System administrators should use the results of the methodology to determine areas where TSP would be helpful.  Further, good vendor relationships combined with a high visibility system might mean timely response to failures without a TSP assignment.  Regardless of the mitigation method one ultimately chooses, this methodology will assist in determining the survivability of your system.

